No. of Printed Pages : 2

CS308/1T308 ROUNG, : occamaniccsnsrsasnse
3 2018
INTRODUCTION TO NETWORK SECURITY AND
CRYPTOGRAPHY
Fuiftaam: AR - [ATtrwam 3% : 70
Time allowed : Three Hours] ; [Maximum Marks : 70

Fe: () FYT I IAEE 8, I H G g wia & IR I |
Note : Question No. 1 is compulsory, answer any FIVE questions from the remaining.
(i) F9% T97 & T I H1 FAIR TH G & Hord |
Solve all parts of a question consecutively together.
(iii) FA%F 397 F1 79 98 & IRE Fiford |
Start each question on fresh page.
(iv) @1 yT137] § 3= 817 #) 1Rfa 3181 s S =g 8 |

Only English version is valid in case of difference in both the languages.

L () Treonfrewg ?
What is Cryptanalyst ?
(i) STEET A Y T AF & ?
What do you understand by firewall.
(iii) NfFea g9ell @ 39 = E9IA B 7
What do you understand by active attack.
(iv) et axamer =i afeafia Hifse |
Define digital signature.
(v) AR gfeeA i smuren =R ?
What is the concept of non repudiation ? (2x5)

2. (i) rEufa Het Rermh % @ve IRW H g & guens |
Explain asymmetric key cryptography with the help of block diagram.
(i) TR 3 % T |
Explain phishing attack. (6+6)
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i) STeFETTE TEH T 2, IR Afed TS |

What is mono alphabetic cipher, explain with example.

i) T au fEfreem =t wme |

Explain encryption and decryption. (6+6)

4. mg{mﬁaaﬁaﬁmwmﬁ-?@@EEW%?%mmmm%?
foream & wwEEd |

What do you understand by Internet Security Protocol ? What is SSL ? How it works ?
Explam in details. (12)
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(i)
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(ii)

mmw%mﬁmmﬁﬁmwﬁmﬁﬁmmm
2, JerE |fgd T |

How does block cipher convert plain text into cipher text ? Explain algorithmic
mode with example.

T 3 [ AT T FHAA B 2 i T 2o T 3 1 WIS |

What do you meant by program attack ? Explain worm and trojan horse
attack. (6+6)

azﬁggma@ﬁgméﬁag{m%ammaﬁm% 2 gETEd |
How are the email security features offered by pretty good privacy ? Explain.

g wm & aeEE | ,
Explain SMTP. (6+6)

YA T AeTH H1 B ? qHFTE |

What is virtual private network ? Explain.

_ﬂ%zﬁsaﬁnmﬁmwreﬁaﬁmsﬁl

Explain the working of packet filtering router. (6+6)

g, fm wafm feoafor ferfie -

Write short notes on the following :

)

(i)

o TR
Massage Diegest

R eI geeH (SET) |

Secure electronic transaction (SET). (6+6)



