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About the organizing Institutions:

The Department of Media Studies an integral part of CMS JAIN (Deemed-to-be
University), Bangalore, India offers an entry into the ever-evolving world of global media and
a dream university experience that merges the best of both worlds-academics and media.
University offer UG and PG Programs. Here, students learn to understand, interpret and resolve
issues that drive and change the media world. In syllabi and in real-time training, students
address local and global challenges in media and business and are empowered to become next
generation leaders in media. They also leverage our potential in networking professional
relationships with industry and enjoy the benefits of our international footprint across nations
and media related problems. It helps to create media professionals with contemporary skills,
no matter what dreams they choose to pursue.

‘Research Culture Society’ (RCS) is a Government Registered International Scientific
Research organization. Registered with several United or Government bodies. It is also an
independent, professional, non-profit international level organization. RCS-ISRO shall also
initiate and set-up new educational and research programs with other international
organizations. Society has successfully organized 125+ conferences, seminars, symposiums
and other educational programmes at national and international level.  Society has
collaboration — MoU with 70+ institutions — universities.

International Languages Council is working on language studies, language issues,
multilingual aspects, and offers a stage "speak to the international community”. ILC organizes
events to improve languages, language conceptual understanding, language learning, language
and literature inter relationship, special trainings, workshops, seminars and conferences.

Supported by: T&OTHNYT  and  IJRCS.

About the Conference:

We considered Literature as the mirror of society. Literature as part of a larger cultural body is
both instructive and entertaining, and has the power to facilitate personal understanding and
encourage social cohesion. Literature has had a major impact on the development of society. It
has shaped civilisations, changed political systems and exposed injustice. Literature gives us a
detailed preview of human experiences, allowing us to connect on basic levels of desire and
emotion. However, just as it has constructed societies, the writings and works of certain authors
have degraded societies to their most primitive form. While Literature influences society
slowly, the impact of Media on society is little fast and at times, instantaneous. The relationship
between literature, society and the media has been the subject of the subject of considerable
discussions.

Objectives of the International conference: Identifying the current scenario and
interrelationship of literature, society and media. ldentifying various knowledge forms of
literature, society and media. Analyzing the content of literature, society and media. Intellectual
and academic development.
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Cyber Readiness of Police Personnel regarding new
Modus Operandi of Cyber Criminals

Dr. G. N. Sharma
Assistant Professor, Department of Public Administration, S.B.D. Government College,
Sardarshahar, Rajasthan, India
Email ID: gnpubadmn@gmail.com

Abstract: The word ‘Cyber’ has become so common these days. Everyone is using the Gadgets
and Smartphones to receive the information and to communicate. Citizens across the globe
need a safety net for recent cyber-crimes and the governments are trying their best to cope with
the menace of Cyber Crimes. The Researcher has studied this phenomenon during his Ph.D.
work in the state of Rajasthan. The Police Personnel or the Law Enforcement Agencies (LEAS)
constantly try to update their knowledge by using recent cyber technologies. The Cyber Cells
established in India have the potential but also face some challenges. Police Personnel are
ready to accept the challenges posed by the Cyber Offenders. Due to lack of proper
international co-operation and adequate law on this issue, cyber criminals go Scot free.
Various means are adopted to deal with the rising cyber-crimes and preparedness and cyber
readiness has been studied in this empirical research work

Keywords: Cyber, Cyber Readiness, Law Enforcement Agencies, Cyber Offenders, Cyber
technologies.

INTRODUCTION:

Today we cannot imagine a world without Internet and Networks. We are using
Electronic Gadgets and Smartphones for every kind of activity in our daily life. Constantly
using these devices and tools, we are exposed to cyber-attacks. Cyber Criminals use various
methods to use their malicious attacks. The total cybercrimes in India have enormously
increased during last five years. The following charts explains it well.

Total Cyber Crimes in India (2017-2021)

60000

50035 52974
50000 44735
40000
30000 27248
21796
20000
10000
0
2017 2018 2019 2020 2021

Figure I Total Cybercrimes in India 2017-2021
Source: https://ncrb.gov.in/
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Total cybercrimes registered under the Information Act, 2000 (IT Act), Indian Penal
Code (IPC) and Special Local Laws (SLL) are shown in figure 2.

Total crimes under IT Act, IPC, SLL

35000
30000
25000
20000
15000 B Crimes under IT Act
10000 H Crimes under IPC
>000 I I Crimes under SLL
0 2017 2018 2019 2020 2021
B Crimes under IT Act 13635 18495 30846 29643 27427
B Crimes under IPC 7976 8647 13800 20201 25384
Crimes under SLL 185 106 89 191 163

Figure 2 Total crimes under IT Act, IPC, SLL

Source: https://ncrb.gov.in/

The term ‘Cyber Readiness’ refers to preparedness of Organisations and Individuals
regarding cybersecurity threats. At organisational level, governments and private organisations
try to deal with menace in their own way. This has become an International Problem because
in recent years cyber warfare has become the fourth dimension of warfare. The Governments
are trying to strengthen the infrastructural capacity and trying to focus on the Cyber
Preparedness of Law Enforcement Officers (LEOSs) or Police Personnel.

Objectives :
This study was intended to-
i.  find out level of cyber readiness among Police Personnel
ii.  assess the institutional preparedness and processes of investigation.

Literature Review:

Nidhi Kumar Tiwari, in his research work 'Cyber Crime in India and its Effect on
Society' (2011), has described cyber-crime as a new type of crime and analysed the impact of
cyber-crime on society. Theoretical research technique has been used in this. The main reasons
and local reasons for the occurrence of cybercrimes have been explained. In this work, data
and opinions have been obtained from cyber operators through ‘interview method' and from the
public through 'questionnaire’. In this research, the researcher has made the objective of his
research to create a crime free environment through computer experts and police.

Ritu Gautam in her research work ‘Proliferation of Cyber Crime and Indian Legal
Framework with Special Reference to Gwalior Division’ (2018) has discussed the structure of
the Indian legal framework related to cyber-crime issues by referring to global cyber
challenges. In this research, 'mixed research approach' has been adopted, interviews, schedules,
questionnaires have been used for ‘data collection'. In primary data collection, the help of
surveys, questionnaires and fieldwork has been used and in secondary data collection, the help
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of websites of government departments and organizations and other published research texts
has been taken. The findings of this research collection include responses from 375 cyber
citizens.

Hanumanth N. Renushe in his research ‘Implementation of Data Mining Techniques
for Effective Investigation of Crimes: A Study of Satara and Pune District’ (2013) has profiled
the criminals of Satara and Pune districts and explained about data mining technology. The
current information system existing in these districts has also been analysed and a detailed
description of the information technology infrastructure status has been given. Crime 360
Degree Model has been suggested to effectively use data mining techniques to enhance crime
investigation capabilities.

Dr. Nidhi Saxena and Dr. Veer Mayank in their research article Forensic Hurdles in
Investigating & Prosecuting Cyber Crime — An Overview, The Indian Police Journal (January-
March 2020) described the ineffectiveness of using traditional methods in cyber-crime
investigation. The importance of cyber forensics has been explained. Cyber-crime investigation
has become a separate subject, hence training in cyber forensics and digital evidence has
become very necessary. Considering the complex task of policing, the current trends of cyber-
crime and the status of cyber-crime investigation in India have been clarified. The challenges
faced in prosecution of criminals have been analysed describing various legal provisions.

Dr. A. Mo. Samiullah in his research article Virtual Surveillance of Cyber Crime and
Accelerating Global Response: A Legal Perspective, The Indian Police Journal (April-June
2019) has highlighted the need to adopt a global framework in view of the changing nature of
cyber-crime. The author mentions the challenges in protecting online privacy and calls
surveillance by governments a major step in reducing cybercrimes in the society.

Dr. Muktesh Chander, in his research article A Case for National Cyber Security
Strategy, The Indian Police Journal (January - March 2019), described cyberspace as the fifth
domain of warfare. In the present situation, cold war is turning into code war. National Cyber
Security is nowadays considered an important part of national security; hence the author has
advised to be prepared for 'Cyber Resilience'. LEAs face several challenges, such as issues of
jurisdiction, arrest and identification of the accused, uncertain nature of evidence and difficulty
in identification, collection, and preservation of digital evidence.

Dr. Dalveer Singh Gehlawat in his research article 'Social Media and Smart Policing’,
Police Vigyan (July - December 2018) has explained the structure of the Indian Police. It has
two parts - 1. Civil Police and 2. Armed Police. There is a need for the law enforcement branch
to take proactive steps like online policing, online investigation. For social media policing,
practical suggestions have been given and analysis of social media tools has been discussed.

Prof. Surendra Kataria in his research article Indian Information System: Development
and Challenges, Police Vigyan (October - December 2014) has described the entry of highly
educated and highly technical youth into the world of crimes as very disappointing. The author
has described the co-ordination of external and internal intelligence agencies as the biggest
need of the hour due to the Information Technology Act, 2000 being limited by the country's
borders and the Internet network being global in nature. It has been suggested to give important
place to 'Cyber Crime Prevention' and 'Police Vigyan' in university education so that effective
solutions can be found by formulating integrated policies on important issues like national
security.
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Pro. Triveni Singh and Amit Dubey's book 'Hidden Files: Tales of Criminal
Investigation' (2019) is based on true incidents of cyber-crime. In this book, the modus
operandi of cyber criminals has been described in detail through stories. Based on India’s first
cyber-crime radio show 'Hidden Files', this book mentions some of the methods used by police
officers to catch cyber criminals, such as - OSINT tools ('Open Source Intelligence’ which
searches the oldest links of the Internet, Facebook login, mobile phone IMEI number, Wi-Fi
network, mobile location, CCTV footage, IP address, cell tower data, True caller records, GPS,
Wi-Fi signal (indoor location tracking), website scanning ( App Security Tool).

In the book ‘Guide to Cyber Law and Crime’ (2018) by Divya Rohatgi and Shruti
Karkare, information about the types of cyber-crime is given. The book also presents an
analysis of the challenges faced by law enforcement agencies.

Dr. Dejey and S. Murugan's book 'Cyber Forensics' (2018) presents a detailed analysis
of methods to combat cyber-crime and the investigation process based on digital evidence.
Some cybercrimes have been explained through case studies. In this book, the tools used in
forensic investigation and the challenges faced in the process of collecting digital evidence
have been explained.

Jamie Bartlett's book ‘The People Versus Tech’ (2018) discusses the threat the
‘Internet’ (Tech) poses to our ‘democracy’ (The People). In the present era, ‘technology’ is in
winning mode and the author has explained in detail how we can save democracy. Due to the
interconnectedness of the world through the Internet, some criminal elements will go beyond
the law and commit large-scale crimes in cyberspace in the future. In the coming times, to keep
an eye on someone, the investigating agencies will just have to go to the technology company
and get all the information. The book expresses the possibility of 'digital policing' and 'online
intelligence' to maintain law and order. Along with this, the policing power will also have to
be made accountable.

The book ‘Return of the Trojan Horse’ (2017) written by Amit Dubey is based on real
incidents of cyber-crime investigation. Detailed information is provided on how ethical hackers
use technology to reach criminals. The author has mentioned the methods adopted by the
investigating agencies in investigating cyber cases, through which cyber criminals are caught,
such as social media accounts analysis, likes and dislikes, keyloggers, or 'Trojans'.

The book ‘Cyber Laws and Information Technology’ (2017) written by Dr. Jyoti Rattan
and edited by Dr. Vijay Rattan provides information about Indian cyber law and the latest work
done on it. '‘Crime detection techniques' through cyber technology about training the policemen
have been described.

In the book ‘Cyber Law: An Introduction’ (2014) written by Jaiprakash Mishra, all
aspects of cyber law have been discussed. In this book, the features of the Information
Technology Act (IT Act), 2000 and the IT (Amendment) Act, 2008 have been explained. The
impact of cyber-crimes happening in the cyberspace on the real world has been discussed. In
the book, the '‘Cyber Crime Control Mechanism' under the Information Technology Act, 2000
has been analysed and the provisions of the 'IT Act' have been interpreted critically.

METHODOLOGY:

The research work is an empirical study related to the cyber readiness of police
personnel regarding modus operandi used by the cyber offenders. This study is basically
empirical, and analytical in nature, in which the data obtained from primary sources and the
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researcher's subject knowledge, personal experience and observation have been used. This
research work has been completed based on primary facts and available secondary data. The
Survey was done in 2022 and data collected from different Cyber cells and Police stations in
Rajasthan through questionnaire and schedule. The researcher visited the police stations of
Rajasthan and collected the data.

Sources and methods of collecting data and information.

Primary data- In this study, information has been collected from policemen/cyber cell
personnel and through online questionnaire and field survey. The respondents were selected
through purposive random sampling.

Number of police personnel (respondents) — 107

Secondary data- Published documents include various research theses, reports, laws,
books, manuals, magazines, websites etc. Data obtained from the annual reports of the National
Crime Records Bureau (NCRB), Ministry of Home Affairs, Government of India, State Crime
Records Bureau (Rajasthan).

ANALYSIS :

To know their opinion on this subject, a questionnaire was sent to them through online

medium and schedule was given to the police personnel. Responses were received from 107

police personnel regarding cyber readiness of police personnel, out of which 57.9% police

personnel were below 40 years of age. The number of policemen in the age group of 41 to 50

years was 32.7%. 7.5% of the respondents were in the age group of 51 to 60 years, while some

personnel above 60 years of age were also included. Some questions related to cyber security
preparedness of the police staff were asked through questionnaire and schedule. The questions
were asked to test the cyber readiness on the following issues.

i Handling and Registering the Cybercrime Complaint: Regarding question of early
reporting by the victims of cybercrime, 59.8% police personnel agreed that most of the
people report the incident immediately when the crime occurs.

ii. Help that you receive from other state Police Agencies: Analysing the data obtained
from the questionnaire regarding the help of police and cyber cells of other states, most
of the policemen (88.7%) believe that the police and cyber cells of other districts and
states help in cybercrime investigation.

iii. Issuance of guidelines regarding cyber security: On the question of issuance of cyber
security guidelines for the citizens, 98.1% policemen say that we disseminate cyber
security guidelines and messages from time to time through various means and such
messages play an important role in making the public aware.

iv.  Availability of latest technology to handle new modus operandi of cyber criminals:
When asked about the availability of latest technology and resources to deal with the
new modus operandi adopted by cyber criminals, most of the police personnel believe
that they lack the technical means/equipment to deal with such criminals.

V. Awareness programmes on cyber security for citizens and Organisational Training
opportunities for police personnel: In response to the question regarding cyber security
awareness programs for the citizens, 92.5% of policemen say that they organize
awareness programs for the people from time to time. Regarding cyber security
awareness training, most of the police personnel (84.1%) said that they receive
awareness training from their department.

Vi, Capability of cyber cells to handle cases and Law related awareness among police
personnel: Regarding the capability of cyber cells to control crime, 84.1% policemen
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agree that cyber cells can combat cyber-crime. In the responses received on the question
of information about cyber security law, 72% of the policemen are aware of the law,
while 28% of the policemen are not aware of the law.

These responses suggest that the police personnel do not lack cyber readiness but the
institutional efforts to augment infrastructural needs are not sufficient.

Results/ Findings :

I.  Alarge section of the respondents believe that they have awareness about cyber-crime
and very few cyber criminals are caught.

ii.  There are many reasons for cyber-crime - lack of awareness, lack of resources with
the police, lack of technical knowledge, greed of the people, anonymous presence on
social media, weak existing legal provisions etc. Among these, lack of awareness is
the most important reason for cyber-crimes. Misuse of social media is also a major
cause of cyber-crime. According to most of the respondents, Online Monitoring of
social media by law enforcement officials will increase control over cyber-crime.

iii. In cybercrimes related to financial fraud, the network of cyber criminals can be
detected by the policemen when early reporting is done by the victim. From the
responses of police personnel, it was found that early reporting of cyber-crime has a
direct relationship with the rate of prosecution.

iv.  The study found that there is very little participation from the citizens in the awareness
programs organized for the public on cyber security. People who participate in
awareness programs have more cyber awareness. This type of correlation was also
found in the cyber security awareness of police personnel who participated in cyber
security related training programs.

V. Police personnel working in police stations or cyber cells lack updated equipment and
technology due to which cyber readiness is not effective.

Vi. Most of the citizens believe that the police organizations/cyber cells can control cyber-
crimes, but the methods of criminals keep changing. The police do not have state-of-
the-art and new technical resources to investigate the new modus operandi of the
criminals.

vii.  The help of external/private expert agencies is taken in the investigation of cyber-
crimes, due to which practical difficulties arise in co-ordination of research work.
Along with police personnel, people in general also believe that a separate specialist
cyber police force should be formed to control cyber-crimes.

viil. Police, banks, or other government organizations regularly send cyber awareness
messages to people through various mediums and most of the people read these
messages.

Recommendations:

o Advanced Technology based tools should be provided to Law Enforcement Agencies
(LEAS).

o High level training programs for police personnel should be organized regularly. It
must be ensured that police personnel at the local police station level should receive
adequate training.

o Cyber security training program should be made mandatory at the time of new
recruitment in police. Cyber security programs, courses, diplomas/degrees should be
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given adequate attention. Young police officers should be given detailed training in
cyber policing.

o There is a strong need for international law making. All countries should make
immediate efforts to make it.

o The process of filing complaints related to cyber-crime should be made simpler for
the common people. The concept of cyber insurance should be implemented
compulsorily in case of crimes being committed through zero click technology and in
case of delay in receiving messages in case of withdrawal of money from the
bank/wallet.

o Training manuals related to cyber-crime investigation, preparation of SOPs,
compilation of best practices, organizing skill development workshops and making
them mandatory for training at regular intervals should be promoted for all law
enforcement agencies in the country.

o The tradition of giving awards to the best police station and best cyber cell personnel
for investigation and investigation of cyber cases in the country should be developed.

o Presently for Cyber Crime Cases Investigation, private cyber experts are hired for help
of the police. The police should be made self-reliant in this matter. Cyberspace and
digital evidence matter require special technology; hence a new cadre of cyber police
or cyber experts should be created soon. Help of cyber experts from private/semi
government agency should be taken only in case of special need.

o People should be empowered by increasing awareness in the society about the modus
operandi of cyber criminals. To keep everyone safe, cyber safety should be
compulsorily included in the curriculum in all schools and colleges of the country.

CONCLUSION:

Prevention of Cybercrime involves many aspects. It requires individual efforts as well
as coordinated efforts by the Police Personnel. For improving cyber readiness, Online Policing
like concept should be promoted. The government has implemented programs to upgrade
infrastructure, implement comprehensive hands-on training programs for police personnel at
the national level. Cyber Readiness of the police department to combat new cybercrimes is
good but the police personnel must be equipped with latest investigative tools and devices so
that they can deal with the new cyber technologies used by the cyber offenders. We hope that
international co-operation law should be framed in future to address this issue-

‘Where there is data, there is always a guideline.
Where there is a guideline, there is always a breach.
Where there is a breach, there is always a law.
Where there is a law, there is always a remedy .
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